WASHINGTON — The Drug Enforcement Administration has
been transformed into a global intelligence organization with a

reach that extends far beyond narcotics, and an eavesdropping
operation so expansive it has to fend off foreign politicians who
want to use it against their political enemies, according to secret
diplomatic cables.

In far greater detail than previously seen, the cables, from the
cache obtained by WikiLeaks and made available to some news
organizations, offer glimpses of drug agents balancing
diplomacy and law enforcement in places where it can be hard
to tell the politicians from the traffickers, and where drug rings
are themselves mini-states whose wealth and violence permit
them to run roughshod over struggling governments.

Diplomats recorded unforgettable vignettes from the largely
unseen war on drugs:

9In Panama, an urgent BlackBerry message from the president
to the American ambassador demanded that the D.E.A. go after
his political enemies: “I need help with tapping phones.”

9In Sierra Leone, a major cocaine-trafficking prosecution was
almost upended by the attorney general’s attempt to solicit $2.5
million in bribes.

9In Guinea, the country’s biggest narcotics kingpin turned out
to be the president’s son, and diplomats discovered that before
the police destroyed a huge narcotics seizure, the drugs had
been replaced by flour.

YLeaders of Mexico’s beleaguered military issued private pleas
for closer collaboration with the drug agency, confessing that



they had little faith in their own country’s police forces.

YCables from Myanmar, the target of strict United States
sanctions, describe the drug agency informants’ reporting both
on how the military junta enriches itself with drug money and
on the political activities of the junta’s opponents.

Officials of the D.E.A. and the State Department declined to
discuss what they said was information that should never have
been made public.

Like many of the cables made public in recent weeks, those
describing the drug war do not offer large disclosures. Rather, it
is the details that add up to a clearer picture of the corrupting
influence of big traffickers, the tricky game of figuring out which
foreign officials are actually controlled by drug lords, and the
story of how an entrepreneurial agency operating in the
shadows of the F.B.I. has become something more than a drug
agency. The D.E.A. now has 87 offices in 63 countries and close
partnerships with governments that keep the Central
Intelligence Agency at arm’s length.

Because of the ubiquity of the drug scourge, today’s D.E.A. has
access to foreign governments, including those, like Nicaragua’s
and Venezuela’s, that have strained diplomatic relations with
the United States. Many are eager to take advantage of the
agency’s drug detection and wiretapping technologies.

In some countries, the collaboration appears to work well, with
the drug agency providing intelligence that has helped bring
down traffickers, and even entire cartels. But the victories can
come at a high price, according to the cables, which describe
scores of D.E.A. informants and a handful of agents who have



been killed in Mexico and Afghanistan.

In Venezuela, the local intelligence service turned the tables on
the D.E.A., infiltrating its operations, sabotaging equipment and
hiring a computer hacker to intercept American Embassy e-
mails, the cables report.

And as the drug agency has expanded its eavesdropping
operations to keep up with cartels, it has faced repeated
pressure to redirect its counternarcotics surveillance to local
concerns, provoking tensions with some of Washington’s closest
allies.

Sticky Situations

Cables written in February by American diplomats in Paraguay,
for example, described the D.E.A.’s pushing back against
requests from that country’s government to help spy on an
insurgent group, known as the Paraguayan People’s Army, or
the EPP, the initials of its name in Spanish. The leftist group,
suspected of having ties to the Colombian rebel group FARC,
had conducted several high-profile kidnappings and was
making a small fortune in ransoms.

When American diplomats refused to give Paraguay access to
the drug agency’s wiretapping system, Interior Minister Rafael
Filizzola threatened to shut it down, saying: “Counternarcotics
are important, but won’t topple our government. The EPP
could.”

The D.E.A. faced even more intense pressure last year from
Panama, whose right-leaning president, Ricardo Martinelli,

demanded that the agency allow him to use its wiretapping



program — known as Matador — to spy on leftist political
enemies he believed were plotting to kill him.

The United States, according to the cables, worried that Mr.
Martinelli, a supermarket magnate, “made no distinction
between legitimate security targets and political enemies,”
refused, igniting tensions that went on for months.

Mr. Martinelli, who the cables said possessed a “penchant for
bullying and blackmail,” retaliated by proposing a law that
would have ended the D.E.A.’s work with specially vetted police
units. Then he tried to subvert the drug agency’s control over
the program by assigning nonvetted officers to the
counternarcotics unit.

And when the United States pushed back against those attempts
— moving the Matador system into the offices of the politically
independent attorney general — Mr. Martinelli threatened to
expel the drug agency from the country altogether, saying other
countries, like Israel, would be happy to comply with his
intelligence requests.

Eventually, according to the cables, American diplomats began
wondering about Mr. Martinelli’s motivations. Did he really
want the D.E.A. to disrupt plots by his adversaries, or was he
trying to keep the agency from learning about corruption among
his relatives and friends?

One cable asserted that Mr. Martinelli’s cousin helped smuggle
tens of millions of dollars in drug proceeds through Panama’s
main airport every month. Another noted, “There is no reason
to believe there will be fewer acts of corruption in this
government than in any past government.”

As the standoff continued, the cables indicate that the United
States proposed suspending the Matador program, rather than
submitting to Mr. Martinelli’s demands. (American officials say



the program was suspended, but the British took over the
wiretapping program and have shared the intelligence with the
United States.)

In a statement on Saturday, the government of Panama said
that it regretted “the bad interpretation by United States
authorities of a request for help made to directly confront crime
and drug trafficking.” It said that Panama would continue its
efforts to stop organized crime and emphasized that Panama
continued to have “excellent relations with the United States.”

Meanwhile in Paraguay, according to the cables, the United
States acquiesced, agreeing to allow the authorities there to use
D.E.A. wiretaps for antikidnapping investigations, as long as
they were approved by Paraguay’s Supreme Court.

“We have carefully navigated this very sensitive and politically
sticky situation,” one cable said. “It appears that we have no
other viable choice.”

Cable de wikileaks
DATE 2009-12-24 16:58:00

SOURCE Enbassy Panama

CLASSIFICATION SECRET/ / NOFORN

S E CR E T PANAMA 000905

NOFORNSIPDISsMEXICO AND EL SALVADOR FOR DEA

E.O. 12958: DECL: 2019/12/24-TAGS: PREL, PGOV, SNAR
PINR, ASEC, KJUS, PMeSUBJECT: Guidance Request: DEA
Wiretap Program

REF: PANAMA 639; PANAMA 699; PANAMA 777, PANAMA 776
PANAMA 799-PANAMA 877; PANAMA 901

CLASSIFIED BY: David Gilmour, DCM, State, EXEC;



REASON: 1.4(B), (D)
1. (U) This is an action request, see para 8.

2. (S//NF) Since July 2009, Embassy Panama has

grappled with <President Martinelli's desire to

involve the USG in his efforts toe construct a wire tap
program that would target his domestic epolitical

opponents. Refs A, B and C document the sequence of

sevents in which the president and subordinates

employed a varietye of tactics ranging from straigh t
forward requests to intimidating ethreats, in order to
obtain USG assistance and/or political cover «for h IS

wiretap project. Ample additional reporting on this
topiceis available in other agency channels.

(Condiciones para el uso del programa)

process managed by asPanamanian
prosecutor and approved by a Panamanian supreme cou rte
judge.

(expulsar a la DEA de Panama, restringir pagos y
desconfianza a la procuradora)

4. (S/INF) Since our decision in late September (Re f
B) to remove «the DEA Matador wiretap program from

control of the GOP's Councilsfor Public Security an

National Defense (CSPDN), we ha




SSRGS RBNMEH o d not fully

maintain the "firewall" between law enforcement and .
intelligence activities.

(Los gringos no confian en el sistema judicial y en el
uso del programa Matador)

5. (S//NF) We are still hopeful that we can complet e
the Matador emove out of CSPDN early in the new yea r,
but if we are unable to doe so, we are faced with a
difficult decision. If Matado

(Sistema judicial desangrado, influencia del ejecut ivo
en el poder judicial)

6. (S//NF) All of this comes at a time when Panama' S
judicial einstitutions are under assault by the
executive, with Martinelli'se strong political

ressure on the attorney general (Ref D) and thee

weeks the Panamanian media has carried a steady str eam
of criticism of Martinelli's actions,sand most

(Panama en los pasos del DAS)

7. (S/INF) The Matador wiretap program is a valuabl e

law eenforcement tool, but we believe that the USG
must not compromise edemocratic values in the
employment of that tool. The Unitede States it self
has recently experienced a difficult debate over



ocivil liberties and democratic principles being
compromised in theename of security. We should not be
a participant in questionable eactivities in Panama

8. (SBU) Post requests Department coordinate with

other stakeholdereagencies to provide advice on a w ay
forward. While we at post aree in the strongest
position to provide views on the operacional simpac t

of suspending the program, stakeholder agencies ine
Washington can best provide the perspective on the
legal and policy sfactors against which the
operational impact should be weighed. Wee will be
pleased to provide extensive additional background
material ,and technical details as requested.

DATE 2009-08- 22 14: 46: 00
SOURCE Enbassy Panama
CLASSIFICATION SECRET/ / NOFORN
S ECR E T PANAMA 000639
NOFORN-SIPDIS

E.O. 12958: DECL: 08/18/2039°TAGS: PGOV, PREL, SNAR ,
KCRM, PM«SUBJECT: MARTINELLI WIRETAP QUEST SHOWS DARK
SIDE OF NEW GOP

Classified By: Ambassador Barbara J. Stephenson for
reason 1.4 b and d.

Summarye------- 1. (S//NF) President Martinelli has
reached out to theeEmbassy, amon

clear to the president that the USGe will continue our
successful judicialized law enforcement swiretap



rogram with Panama, but

artinelli's seeming fixation with wireta
and his comments «to Ambassador during an August 12
meeting demonstrate that he ema

publicly declared that wiretapping will be a key la w
eenforcement tool, and has submitted a draft wireta p
bill to «the national assembly. Civil liberties

advocates are girdinge for a fight, and this issue

could provide the first serious schallenge to

Martinelli's popularity.

"I Need Help"e------------- *2. (S//NF) Late last mo nth
Martinelli sent the Ambassador ascryptic Blackberr

message that saic, " nec i HERNNMESBRGIBANCSM
The Ambassador, who was traveling outsider Panama at
the time, did not respond to the substance of the

*message, but directed DCM and DEA chief to meet wi the

Martinelli's staff to get a better understanding of
resident's request. DCM and

Papadimitriu said Martinelli believes he is no
getting adequate information from Panama's security
servicese to counter these potential threats, and t hat
he hoped to gain sgreater insight by establishing a
wiretap program.

(Funcionamiento del programa Matador)



3. (S/INF) DCMiand DEA chief explained the USG's

"Operation «Matador" judicialized wiretap program
which currentlys operates in conjunction with Panam a's
police and security services. They emphasized the

ent procedure
DEA prepares an affidavit severy 30 days which
contains a list of DEA and GOP wire tapetargets, wh ich
is reviewed and approved by the supreme court.

(El actual sistema no tiene flexibilidad para
seleccionar los objetivos)

4. (S/INF) Pa

DCM made very clear to *Papadimitriu that the USG

would not assist in expanding the eprogram to inclu de
domestic political targets. Papadimitriu elaughed a nd
said that Panama's security problems were far tooe

serious to waste limited investigative capacity on

political .enemies.

Darker Intente *5. (S/INF) A recent

ViceesPresident Juan Carlos Varela invited Ambassado r,
DCM and DEA schief to meet with him and Papadimitri u
to discuss the issuee further. Upon arrival at

Varela's office, we were redirected «to Martinelli’ S

office as the president had taken over the smeeting



(Martinelli reclama que no se comparte la informaci on
de la DEA. Martinelli no hace distincion entre sus
enemigos politicos y objetivos de seguridad).

ggeste
that theeUSG should give the GOP its own independen t
wire tap scapability as "rent" in exchange for the use

of GOP efacilities.

Amenaza de Martinelli de reducir la cooperacion
antinarcoticos, Stepehnson amenaz6 con informar a
Washington.

7. (S//NF) The

Martinelli afirma que se reunio con las 4 empresas
telefonicas para ampliar la extension del programa.

bassador reiterated the
points made in our earliers meetings, that the curr ent
technical capacity was adequatee* and that the GOP
should stream line its process for obtaininge court




orders for emergencies.

(Martinelli piensa que acabaran sus problemas con | 0s
pinchazos)

Naive and Dangerouse------------------- 9. (S/INF)

Martinelli's near-obsession with wiretaps betrayse a

simplistic and naive attitude toward the criminal
sinvestigative process. He appe

efforteis an open secret among security professiona Is

in Panama «City. His behavior also tracks with an

attitude of suspicion eand vindictiveness we have s een
since the early days of thee campaign, when he was

convinced that the PRD-controlledesecurity service was
tapping his phones. (Comment: This wase very probab ly
true.)

(Martinelli le tuerce el brazo a un concesionario d e
casino, empresarios que no paguen impuestos los voy a

tirar a los tiburones.)

10. (S//INF) More worryingly, Martinelli seems prepa red
to «dispense with legal procedure in order to achie ve
his reform sagenda. During the August 12 meeting he

proudly recounted to the Ambassador how, earlier t hat
day, he had twisted the arms «of casino operators a nd

threatened to cancel their econcessions if they did
not pay their back taxes and cut their ties to the
opposition political figures who hade granted their

generous concessions. Referring to Business men swh o]
received corrupt concessions, Martinelli promised t 0*
"throw them to the sharks." He chided the Ambassado r
forebeing "too legal" in her approach to the issue of
wiretaps.

(Riesgos que veian los gringos si prestaban su equi po

de escuchas).



11. (S//INF) Matrtinelli has visited the DEA/GOP wire
room and <has been fully briefed on how the joint
rogram operates. «Our

provoke
political backlash that would endanger the DEA
wireeprogram and its significant value to USG law
enforcement. ¢

Big Fight Cominge---------------- *12. (S//NF) The G OP
last week introduced a draft bill to the enational
assembly that would require registry of prepaid

cellephones and compel mobile operators to submit ¢ all
data to thee GOP for criminal investigations. Panam a's
out spokens"civilista" sector has already voiced it S

strong opposition to the bill. In addition to the

wiretap bill, civil «liberties advocates are deeply

concerned about Martinelli'seintent to defer

modernization of the criminal code through transit ion
to an accusatory system, as well as his moves to

«distance the new GOP from the process of civil

society input «to judicial policy dialogue establis hed
under the previouse government. The noisy and

potentially powerful forces whoe once resisted Manu el
Noriega could unite in common cause over sthese iss ues
to negatively impact Martinelli's popularity. *At t he
very least, Martinelli's comportment manifests the

eautocratic tendencies which have long been predict ed

by efriend and foe alike.



Comment;e-------

ost of his government sappointments have
favored loyalty over competence. This is *negativel y
affecting his ability to pursue his to epriorities, as
well as our bilateral cooperation on shared

epriorities. His penchant for bullying and blackmai I
may havee led him to supermarket stardom but is har dly
statesmanlike.sHe risks losing the good will of his

backers in thee Panamanian elite and business

communities. Ma

14. (S//NF) Martinelli ran as a pro-U.S. candidate,

our discussions with sPanamanians acros
the board, we are emphasizing the message ethat the
U.S. has no interest in a left-right divide in the
*hemisphere, but rather in long-term institutional
stability.» Our desire is that ten years from now,
Panama is a stable,*secure, democratic, prosperous
country which is friendly to «the U.S. and capable of
administering and protecting thee Canal.

15. (S//INF) In addition to sending that message, we
aree carefully directing embassy programs to take
advantage of new eopportunities, for example a
reinvigorated effort to reache"youth at risk" and
reduce street crime, while avoiding spotential

pitfalls, particularly in the security arena. Our
swiretap program, which works well and up holds the

rule of elaw, would easily withstand public scrutin y
were it to come eto light. We are coordinating clos ely
with counterparts inethe Council for National Secur ity
and Public Defense+(Consejo) to meet our own

collection requirements, but we smust remain vigila nt

against the danger of local oficial setrying to
commandeer the program for internal political sgame S.



We must be able to defend every action we take and
doing so make our selves immune to threats to revea
our sprograms if we don't cave to pressure. Close
coordination bye all USG agencies with Embassy Pana
City is therefore more eimportant than
ever.»STEPHENSON

ine

ma



